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Abstract In recent years, the threat of artificial intelligence (Al) in cyber attacks has been continuously increasing. In
order to help researchers quickly understand the relevant principles and conduct research on defense methods, it is neces-
sary to analyze the characteristics of Al and the principles of Al-powered cyber threats and sort out relevant cases. To this
end, we analyzed the capabilities of artificial intelligence and the nature of the neural network model and divided the roles
of artificial intelligence in cyber threats into five categories: forgery and deception, stealth and anonymity, perception and
decision-making, targeting hand customization, and scale and automation. On this basis, the influence of the characteristics
of artificial intelligence on the five roles is analyzed, and the enabling matrix of artificial intelligence to cyber threats is
formed. Then, we collected the existing Al-powered cyber threat works and classified the cases into 18 categories. Com-
bined with the cyber kill chain, an Al-powered cyber threat framework is formed, and the cases of Al-powered cyber
threats are introduced based on the three stages of an attack: preparation, intrusion, and execution. The principles, effects,
and progress of representative works in each category are concluded, as well as their strength and limitation. Subsequently,
we analyzed the effectiveness and limitations of existing defense methods from the perspective of the capabilities of at-
tackers and defenders, pointed out the difference between Al-powered cyber threats and other threats, and put forward the
possible defense measures targeted at Al from three dimensions of scenario, technology, and system. Combined with the
evolution of Al technology and cyber threats and the deficiencies and constraints of Al-powered cyber threats, we dis-
cussed the effectiveness of Al in cyber threats and prospected the future trends of Al-powered cyber threats. We hope this
paper will help defend against Al-powered cyber threats in the future.
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RGN Z EH A

PRI R 18 U S AE SR 0 B [
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BEN%7E secp256K1 12k _F X OpenSSL ECDSA S

B H 3 Bt o

IR 3t 48 S0 S TR X B R FRE 5 S
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AR BCRT A, ik iE AR A . SRR, B
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75 EG A 1) 37 5 B 46 MG AR Rl GRS 2
. PR SATS, AT DR SR T IR SR . 40,
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(I LBl G LR R B 2 ) BRI AN B M 5 455
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MG AR T ¥ B BUA MVE R 1, 3N FH SRl /B R e
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B, AFEANNEE. KAWL RS,
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LT DA RBE 77. SEIRE, S5
VRAHEL, FET AL B 5 VRAE O3 5 TR o8 i 1)
Ui#. 2019 47, Hitaj 42 AT A GAN AE U
141771 PassGAN, WKl 4. fEEINN, &M 4%
(A2 24 B 2 DA IR K B D A J@ MR g . 72k
£ FRxTE g R oR, PassGAN A i K4 BENL AL
FIEZMESLA4, 2020 F, Xia ZFEE KT
Gt B % R S e ) 3Lk (Probabilistic Con-
text-Free Grammar, PCFG) Al LSTM &5 & KidkAT
F1A 55 A 7 GENPass. GENPass K It 4%
WARTBNA L, e > 2 FhoR IR 10k 5 114 2 SR AR
Bk CCGEFH” R, fEiIRF] 50%ILELRIENL T, B
WD KRB S B, 2021 4F, Pasquini ZEOME H
81 FoR 25 1T DA SR - /EE A GAN Ak
5 A1 Wasserstein  H s % 2% ( Wasserstein  Au-
to-Encoder, WAE) X} 4R /R#E T, {615 SUAH
WA e e 2 I R B . EE IR T
FIA S5 IFESE CPG A1 DPG, RELL—E A BUT &
B4, I REAR IR O A KR A H Ax 14
O)AT, SRR O ATLECRE . Xu 27U H B
(chunk) [IMES:, ¥ A4 IR BT 70 s T4
P (i p@sswOrddever 7] XI5 4 p@sswOrd F1 4ever
PN L A ), A T He ) T R ] F AR AR
PCFG RN I 45 AR S il O 05 . 508
iV TG, X =R B A R T R AR T
5.7%. 51.2%7%1 41.9%. F& T 144, NTE R
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ISR SORA RS, BB EENERR S
Bontrager 5572142 H 48 FH #h 28 WX 28 HEAT 4R S0 A U 7
1% DeepMasterPrints, HEM% 1l i 45 4T GRS
WHRSGE, AT X e SURAIE RG0S 7 B0

(3) WAFFS RS

— 8 Web R 52l A 96 IERD Sk XU 1) 5 HE T A
HUEGAIE, B 1k Sk A X 2 G833k 47 76 PR 7 ) Bk
Mo B & Re i Al HAR m s R ) & 2K 2056
UERY, Ad H BRI H bx RGN ] E . Guerar 25731
X OA RIS UERS R B AT T g, s R T3
FoEE . BUR. IR R B AR .
BT SO IR AE D8 KNS R R RS
AR, AR WA KAES IR . 78 T ocA X A
AR . SN T IR, RS
TERS ST e 75 4. 2R, AL 4758 58 R IERD 1)
il . 2017 -, Kopp SEUAHE HAEH CNN R 52T
SCF MV IGAERD o AR FH AN F0 22 X 4 5K 5 R AT
%o WSO — AN R AR 0 45 (0 Bh A1 7
JTESR A W& O 02 B H 2R, SR
k-means By H W # B R A 5F Bn] BRAEAE A L
B Je Bl A A — g B SRR 7T . R R
7 11 FORFEIRERBISIERD, Mg L, UM
ANPRZE N2 34048 F CNN I, SCHR I iR IA 2] 80%
DL MR . AET RAE 62 R R Mg se
KRR (26 NMFRER/ANS . 10 M, s
TERD I8 & AL K2 2000 AN LT, H 3k iR 3
FERCR . FERSCRIERS 7T, 2021 4F, Wang %507
$2 115 ] Faster R-CNN. Inception V3 Al LSTM [#JiR
W77 %, 14 Faster R-CNN i€ B ESCF i E,
FH Inception V3 FRAYSEEUE, & SC 7T B AE IR AE
FRAFAER, LSTM B RRAE Bl AT R B/ SOA o A
JEEL TR EEH . QQ. MG ANRME 11 Mg
AEX ) 2000 FREGUERSEUE, FERCIERE EAE R 12
Jiak TG TR ISR, SEIRRY, SO IS
T HR ST IE 5 R ) HERA 2R AR IR B 86.9%. BRIt
Ah, WEFRN R T 3T GRU. GAN 2875 14 /56
TERD BB MR 515, B Xt o 3 SO G UE A f AR 4 g8 ik
AR, BEIAE] 90% LA LRk iR R 2 . JETE
PSS IF R A b, Tam 250761 2008 4 Z 546 Hi 4f
it 2 IR T AT IR R AR . EE A T
AdaBoost . SVM Fl k-NN %5 J7 3% ot i £ 4%
reCAPTCHA 7t N B & IS UERY, B HERfH 2L 2
71%. H:TEUE RS UERS LA reCAPTCHA AR
Fo MRIUERY HH— N OB A — 4 B 2 A B A
B 7B PRI RS ok R UL
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WG S0 UE AL PR R AR X PO, AR A TN DRk 3 T
WifR J71%. 2016 4F, Sivakorn ZEI7IHEH FH 5 V)%
FE G A 2 (1 77 AR ) reCAPTCHA. {E# 22
HARVIRIRAES I fr, FRE A R M (gl
Bl mRETIRERE R, MR El g 5 5Ll
KBEC7, FERISUERS BT bR A AT X L, AR

Algahtani Z581EF 45 it 2% ) 7775347 reCAPTCHA
(1 8 sh iR fE&H T Word2Vec. #h2 DU
CART. Bagging 1 RF 2757570 34T 7 X, RF
J7 X B BB ) AR ) HE B 22 ik 85.32%, X
reCAPTCHA flifi 5 Ih#iE 56.29%. AFURMIE
Ariﬁi%m% 2[74-87]0

XFEegh BRI R “akh” HErE . 2020 4,

2 URRD IR A AR O TAE
Table 2 Related Work on CAPTCHA Recognition
FEfy T R A WL WkE EVE/iP S J7ik A IR
2015 [79] XA AR, ERE 17 1077  Cool PHP CAPTCHA CNN HEX: 3NMBERE, £)80%
3IMNMLE, 2 A4k
B2
2017 [80]  rA  lEC. MR JBAR. JE 155 TEELff) 3 A W 3% [y Fast VGG_CNN_M_1024,  96.50%
L3 CAPTCHA R-CNN  ZFBU VGG16
2017 [74]  SCA EEL WAL B IR 100 1000 ff  H BotDetect CNN+  LeNet-5 65.50%
. 2T, BY CAPTCHA FR%7Emii  HK
NGRS ANE AN ]
2018 [82] oA har, WHEG ML B 57 157  7f kaptcha -3 200 & CNN HTF LeNet5 FIHEIR  84%
. ek DAL OEE )
2018 [83] A rhIExC, WHL. MR, 2000 1400 M Hdx ks _FEEL CNN BT LeNet-5 ISR B 90%
BegE, . HEL £ {48 4
R
2018 [84] A HRIESL, PR M, 677 17 Bk LR+C  %:T LENET-5, Hfn  94.60%
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. E5E Tk 22 RNN
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. 22 Mk: EMNIST 4%
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SAENIRVE 7 R SO B AT AR B 2 E,
ZMH . BEGAEERL LGS BT, BlUTRe
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Figure 5 Embedding Malware into DNN Model
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